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Smart Home & 
Challenges

 Cloud systems will have more open 
doors to our local network.
 Protect a computer network from 

intruders, including both wired and 
wireless (Wi-Fi) connections.
 Protect applications operating on-

premises and in the cloud.
 Encrypting data for integrity.
 Privacy might be another concerning 

area, collecting potentially sensitive 
information such as when one is Home or 
on vacation.
 Financial damages.
 Disaster recovery plan. 
 Threat actors might use IoT devices in a 

DDoS attack to take down a target



Cybersecurity and objectives

Cybersecurity is a practice of protecting electronic
devices and associated data and information.
It's also about preventing unauthorised access to
the vast amounts of personal information we store
on these devices, and online.

 Cybersecurity objectives:
 Confidentiality: Protecting information from 

unauthorised access and disclosure.
 Integrity: Protecting information from 

unauthorised modification.
 Availability: Preventing disruption in how 

information is accessed.



Personal experience
 My elder daughter’s apple account was hacked.
 Unattended i-messages were sent to my younger daughter’s 

friends, who happened to be our next-door neighbour.  
 Action: 
 Informed affected parties.
 Changed iCloud password and enable MFA.
 Ensured backup was in place. 
 Monitored until we had a confidence with the solution.

 Affect/prevention: 
 Reputation damage.
 Mental trauma.

 Lesson learnt:
 Adopted no password reuse policy.
 Started using Password Manager.



Cyber Aware and staying secure online
 Use a strong and separate password for your email.
 Combine three random words to create a password that’s ‘long enough and 

strong enough’.
 Passkey is an alternative to password.

 Install the latest software and app updates.
 Set auto update where applicable.

 Be careful of email attachments, web links and voice calls from unknown 
numbers.
 Do not click on a link or open an attachment that you were not expecting. 

 Use separate personal and business computers, mobile devices and accounts. 
 Use multi-factor (2-step verification) authentication where offered.
 Do not download software from an unknown web page. 
 Never give out your username or password. 
 Consider using a password management application to store your passwords. 
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Dealing with common cyber problems
 How do I recover my account, if it is hacked?
 Contact Account Provider.
 Check email account.
 Change Passwords.
 Log all devices and apps out of your account.
 Set up 2-SV.
 Update devices.
 Notify your contacts.
 Check bank statements and online shopping accounts.
 Contact Action Fraud.

If you cannot recover account and setup new account, share with your contacts and 
advise that old account should not be trusted. 
Make sure to update any bank, utility or shopping websites with new details. 
Services such as www.haveibeenpwned.com can tell you if your information has 
ever been made public in a major data breach, and even alert you if it happens in 
the future.
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Dealing with common cyber problems
 Confirm your device is infected.

 Run an antivirus scan.
 Look for the signs of infection.

 Try and fix infection.
 Phone/tablet may not be usually fixed by antivirus product in the same way 

as PCs and laptop. The safest solution is to do a factory reset. 
 Update devices and programs.
 Restore backed-up data from the ‘last known’ good backup.
 Get expert help.

 After fixing infection.
 Keep device and programs/apps upto date.
 Backup data.
 Enable encryption in device.
 Install antivirus and update regularly.



Protecting your data and devices

 Data Breaches 

 Be alert of suspicious messages.

 Buying and selling second-had devices.

 Avoid buying phones that are no longer supported by the manufacturer.

 Reset to ‘factory reset’.

 Smart security cameras and using them safely in Home.

 Change default password. If possible, change default username too. 

 Disable remote access, if not required.

 Securing devices.

 Avoid apps from unofficial sources.

 Shopping online securely.

 Use only trusted address.

 Consider using online payment platform, since the retailer won’t see payment details. 

 Antivirus product.

 Social media and using it safely.

 Manage the security and privacy settings on accounts, so that personal information remains inaccessible to anyone but you.

 Using smart devices safely in Home. 



Ransomware



Cybersecurity myths
Cybercriminals are outsiders. 

 Insiders can be a part of well-organised groups, backed by 
nation-states.

Risks are well-known. 
 Users unintentionally cause a data breach

Attack vectors are contained.
 Cybercriminals are finding new attack vectors all the time.

My industry is safe.
 Cyber adversaries exploiting the necessities of communication 

networks within almost every government and private-sector 
organisation.



Reporting cyber crime

• Immediate threat to life or risk of harm, 
call 000.

• Cyber crime: Report | Cyber.gov.au
• Scamwatch: Report a scam | Scamwatch



Stay on top
• Sign up for alerts. Sign up for alerts | 

Cyber.gov.au
• ACSC: Home | Cyber.gov.au
• Cyber Security NSW: Cyber Security | 

Digital.NSW
• Cyber security News|Bulletins
• Cyber security podcasts

It pays to keep an open mind, but not so open your 
brains fall out.
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